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REMARKS 



Prior to examination of the above -referenced 



application, entry of the above amendments and new claims is 
respectfully requested to round out the scope of protection to 
which applicants are entitled. No new matter is added. 

Early examination on the merits are respectfully 

requested. 



Respectfully submitted, 



FROMMER LAWRENCE & HAUG LLP 



Attorneys for Applicants 
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APPENDIX 
MARKED -UP CLAIMS 

1. (Amended) An enciphering apparatus for enciphering data 
using a cryptographic key , comprising: 

[enciphering means for enciphering data using a 
cryptographic key; ] 

first [generating] providing means for [generating] 
providing a first [key] information which is changed during a 
predetermined session ; 

second providing [generating] means for providing 
[generating] a second [key] information which is changed [at a] 
during the predetermined session [timing while the data is 
enciphered] ; [and] 

producing means for producing a [the] cryptographic key 
[using] based on the first [key] information which is changed 
during the predetermined session and the second [key] information 
which is changed during the predetermined session; and 

enciphering means or enciphering data using said 
cryptographic key, wherein said cryptographic key is changed at a 
predetermined timing during the predetermined session in 
accordance with a change in said second information . 

3. (Amended) An enciphering apparatus according to claim 1, 
wherein said producing means produces [a] said cryptographic key 
with which a correct decipherment result is obtained even if the 
first [cryptographic key] information and the second 
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[cryptographic key] information which [compose the] are used to 
generate said cryptographic key are used individually to 
successively decipher the enciphered data. 

4. (Amended) An enciphering apparatus according to claim 1, 
wherein said producing means adds the second [key] information to 
a value whose initial value is the first [key] information to 
produce the cryptographic key. 

5. (Amended) An enciphering apparatus according to claim 
4, wherein the first [key] information has a number of bits 
larger than that of the second [key] information , and said 
producing means adds the second [key] information to bits at 
predetermined positions of the first [key] information , extracts 
a bit at a predetermined position of a result of the addition and 
further adds the extracted bit to produce the cryptographic key. 

9. (Amended) An enciphering method for enciphering data 
using a cryptographic key , comprising the steps of: 

[enciphering data using a cryptographic key;] 

[generating] providing a first [key] information which is 
changed during a predetermined session ; 

[generating] providing a second [key] information which is 
changed [at a] during the predetermined session; [timing while 
the data are enciphered; and] 

producing [the] a cryptographic key [using] based upon the 
first [key] information which is changed during said 
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predetermined session and the second [key] information which is 
changed during the predetermined session; and 

enciphering data using said cryptographic key, wherein said 
cryptographic key is changed at a predetermined timing during the 
predetermined session in accordance with a change in said second 
information . 

10. (Amended) A deciphering apparatus for deciphering data 
using a cryptographic key , comprising: 

receiving means for receiving enciphered data; 

[deciphering means for deciphering the received data using a 
cryptographic key; ] 

first [generating] providing means for [generating] 
providing a first [key] information which is changed during a 
predetermined session ; 

second [generating] providing means for [generating] 
providing a second [key] information which is changed [at a] 
during the predetermined session ; [timing while the data is 
deciphered; and] 

producing means for producing [the] a cryptographic key 
[using] based upon the first [key] information which is changed 
during the predetermined session and the second [key] information 
which is changed during the predetermined session; and 

deciphering means for deciphering said received enciphered 
data using said cryptographic key, wherein said cryptographic key 
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is changed at a predetermined timing during the predetermined 
session in accordance with a change in said second information . 

11. (Amended) A deciphering apparatus according to claim 
10, wherein said producing means includes first producing means 
for producing a first cryptographic key [using] based upon one of 
the first [key] information and the second [key] information , and 
second producing means for producing a second cryptographic key 
[using] based upon the other of the first [key] information and 
the second [key] information , and said deciphering means includes 
first deciphering means for deciphering the enciphered data 
[using] based upon the first cryptographic key, and second 
deciphering means for deciphering the data deciphered by said 
first deciphering means further [using] based upon the second 
cryptographic key. 

13 . (Amended) A deciphering method for deciphering data 
using a cryptographic key , comprising the steps of: 

receiving enciphered data; 

[deciphering the received data using a cryptographic key;] 

[generating] providing a first [key] information which is 
changed during a predetermined session ; 

[generating] providing a second [key] information which is 
changed [at a] during the predetermined session; [timing while 
the data is deciphered; and] 

producing [the] a cryptographic key [using] based upon the 
first [key] information which is changed during the predetermined 
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session and the second [key] information which is changed during 
the predetermined session; and 

deciphering said received enciphered data using said 
cryptographic key, wherein said cryptographic key is changed at a 
predetermined timing during the predetermined session in 
accordance with a change in said second information . 

16. (Amended) An information processing apparatus, 
comprising : 

receiving means for receiving enciphered data transmitted 
thereto through a bus; 

producing means composed of a software program for producing 
a first cryptographic key and a second cryptographic key [which 
is changed at a predetermined timing while the data is deciphered 
from the data received by said receiving means] based upon a 
first information which is changed during a predetermined session 
and a second information which is changed during the 
predetermined session ; 

first deciphering means for deciphering the enciphered data 
received by said receiving means using one of the first 
cryptographic key and the second cryptographic key produced by 
said producing means; and 

second deciphering means for deciphering and processing the 
data deciphered by said first deciphering means further using the 
other of the first cryptographic key and the second cryptographic 
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key produced by said producing means , wherein said second 
cryptographic key is changed while said data is being deciphered . 

17. (Amended) An information processing method, comprising 
the steps of : 

receiving enciphered data transmitted thereto through a bus; 

producing, from the received data, a first cryptographic 
keyj_ and a second cryptographic key based upon a first 
information which is changed during a predetermined session and a 
second information which is changed during the predetermined 
session [which is changed at a predetermined timing while the 
data is deciphered] ; 

deciphering the received enciphered data using one of the 
first cryptographic key and the second cryptographic key; and 

deciphering the deciphered data further using the other of 
the first cryptographic key and the second cryptographic key^_ 
wherein said second cryptographic key is changed while said data 
is being deciphered . 
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